


About me
Trevor Bryant

● Security minded DevOps nerd
● Knight of NIST
● Auditor, Analyst, Engineer, Architect
● Tech policy
● Instructor @DC_TOOOL
● Conference Organizer / Volunteer
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api_security
I know nothing, for I am Jon Snow



Google Image Search

https://www.youtube.com/watch?v=B9vPoCOP7oY
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Searching NIST Glossary
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https://docs.google.com/file/d/1smGrfA9Az6tiSUbZYqBRokhp6ZYOvuJT/preview


https://github.com/shieldfy/API-Security-Checklist

● Authentication
● JWT (JSON Web Token)
● OAuth
● Access
● Input
● Processing
● Output

wat 🤔
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OWASP API Security Project
What is API Security?

A foundational element of innovation in today’s app-driven world is the API. From banks, retail and 
transportation to IoT, autonomous vehicles and smart cities, APIs are a critical part of modern mobile, 
SaaS and web applications and can be found in customer-facing, partner-facing and internal applications.

By nature, APIs expose application logic and sensitive data such as Personally Identifiable Information 
(PII) and because of this have increasingly become a target for attackers. Without secure APIs, rapid 
innovation would be impossible.

API Security focuses on strategies and solutions to understand and mitigate the unique vulnerabilities and 
security risks of Application Programming Interfaces (APIs).



 hackthebox.eu invite
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https://cheatsheetseries.owasp.org/
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https://cheatsheetseries.owasp.org/
● Index ASVS
● Index Proactive Controls
● AJAX Security
● Abuse Case
● Access Control
● Attack Surface Analysis
● Authentication
● Authorization Testing Automation
● Bean Validation
● C-Based Toolchain Hardening
● C-Based Toolchain Hardening
● Choosing and Using Security Questions
● Clickjacking Defense
● Content Security Policy
● Credential Stuffing Prevention
● Cross-Site Request Forgery Prevention
● Cross Site Scripting Prevention
● Cryptographic Storage
● DOM based XSS Prevention
● Denial of Service
● Deserialization
● Docker Security
● DotNet Security

● Error Handling
● Forgot Password
● HTML5 Security
● HTTP Strict Transport Security
● Injection Prevention
● Injection Prevention in Java
● Input Validation
● Insecure Direct Object Reference Prevention
● JAAS
● JSON Web Token for Java
● Key Management
● LDAP Injection Prevention
● Logging
● Mass Assignment
● Microservices based Security Arch Doc
● OS Command Injection Defense
● PHP Configuration
● Password Storage
● Pinning
● Protect FileUpload Against Malicious File
● Query Parameterization
● REST Assessment
● REST Security

● Ruby on Rails Cheatsheet
● SAML Security
● SQL Injection Prevention
● Securing Cascading Style Sheets
● Server Side Request Forgery Prevention
● Session Management
● TLS Cipher String
● Third Party Javascript Management
● Threat Modeling
● Transaction Authorization
● Transport Layer Protection
● Unvalidated Redirects and Forwards
● User Privacy Protection
● Virtual Patching
● Vulnerability Disclosure
● Vulnerable Dependency Management
● Web Service Security
● XML External Entity Prevention
● XML Security
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API Security Top 10 Release Candidate is Here!
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NIST SP 800-204: Security Strategies for Microservices-based Application Systems

Abstract

Microservices architecture is increasingly being used to develop application systems since its smaller codebase facilitates 
faster code development, testing, and deployment as well as optimization of the platform based on the type of microservice, 
support for independent development teams, and the ability to scale each component independently. Microservices 
generally communicate with each other using Application Programming Interfaces (APIs), which requires several core 
features to support complex interactions between a substantial number of components. These core features include 
authentication and access management, service discovery, secure communication protocols, security monitoring, 
availability/resiliency improvement techniques (e.g., circuit breakers), load balancing and throttling, integrity assurance 
techniques during induction of new services, and handling of session persistence. Additionally, the core features could be 
bundled or packaged into architectural frameworks such as API gateways and service mesh. The purpose of this document 
is to analyze the multiple implementation options available for each individual core feature and configuration options in 
architectural frameworks, develop security strategies that counter threats specific to microservices, and enhance the overall 
security profile of the microservices-based application.
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Learn for API, not for other services
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Summary
● OWASP API Security Project

○ https://www.owasp.org/index.php/OWASP_API_Security_Project

● OWASP Cheatsheet Series Project
○ https://cheatsheetseries.owasp.org/

● NIST SP 800-204: Security Strategies for Microservices-based Application 
Systems

○ https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-204.pdf

● Gray Brooks @18F – GSA API Security Guide
○ curl -XPOST graybrooks.com

https://www.owasp.org/index.php/OWASP_API_Security_Project
https://cheatsheetseries.owasp.org/
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-204.pdf


Drop Some Knowledge
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