
About me https://apporima.com/ 

Trevor Bryant (personal)

● Configuration Management expert
● Security minded DevOps nerd
● CTF Beginner
● Instructor @DC_TOOOL
● Organizer / Volunteer too many 

conferences (BSidesDC/Charm/NOVA, 
DEFCON)

● Infosec mentor

Trevor Bryant (professional)

● FISMA expert
● Knight of NIST
● Lead without title
● Manager without title
● Tech policy & tech literacy
● Auditor, Analyst, Engineer, Architect
● Ent. CM, CI/CD, ULP, Audit strategy, OCIO 

policy x2, @USPTO
● Consular Systems Modernization, 

Information Sharing strategy, Fast Track 
ATO @State
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What is Configuration Management?
...the practice of handling changes systematically so that a system maintains its 
integrity over time.

Configuration management embodies two concepts:

1. the configuration management of items and their defining technical 
requirements and design documents, referred to herein as configuration 
documentation; and

2. the application of CM principles to digital data in general.

MIL-HDBK-61 / MIL-HDBK-61A / MIL-HDBK-61B
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What is Change Management?
1. procedures are employed to systematically evaluate each proposed 

engineering change; or
2. requested deviation to baselined documentation, to assess the total change 

impact (including costs)
3. coordination with affected functional activities, to disposition the change or 

deviation and provide timely approval or disapproval
4. to assure timely implementation of approved changes by both parties.

MIL-HDBK-61 / MIL-HDBK-61A / MIL-HDBK-61B
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Adding Culture
● Chairing culture development within an organization
● Humans have to be involved in what we do
● Knowing when weaknesses are introduced to systems
● Understanding and providing education on scan results
● Identifying underlying issues to solve multiple problems
● It's ok to refactor
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Crawl, Walk, Run
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Compliance as Code Projects
● Everything in OpenControl
● Tim Spencer (18F)

○ GCP App Engine template – https://github.com/18F/gcp-appengine-template/blob/master/Compliance.md 
○ GSA LATO SSP Template – ../gcp-appengine-template/compliance/markdowns

● John Jediny
○ NIST OSCAL – https://github.com/usnistgov/OSCAL
○ OSCAL integrated Li-SaaS – https://github.com/opencontrol/fedramp-ssp/blob/master/_pages/fedramp-tailored.md

● Elliot DeMatteis
○ CIS-Generator – https://github.com/brasky/CIS-Generator
○ python-ssp – https://github.com/brasky/python-ssp

● GSA
○ GSA/datagov-ckan-multi – https://github.com/GSA/datagov-ckan-multi/tree/master/_data/opencontrol

● Archived
○ 18F/cg-application-ssp-example – https://github.com/18F/cg-application-ssp-example
○ 18F/10x-ssp-parse-prototype – https://github.com/18F/10x-ssp-parse-prototype

■ https://compliance.cloud.gov
○ 18F/boise – https://github.com/18F/before-you-ship
○ 18F/risk management framework – https://github.com/18F/risk-management-framework 
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Allan & Amelie Agree (A&AA)
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Legacy Limitations
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Revisions and Version Control

http://jmcglone.com/guides/github-pages/
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The Walk
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FedRAMP Moderate versus NIST SP 800-53 rev4
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Markdown for Docs as Code

@apporima



Trivial Search
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Feedback
GitHub

● Received PRs fixing tables and typos
● Bots creating issues with fix to remediate dependency vulnerabilities

Sharing

● SWEET!
● That looks pretty. :slightly_smiling_face:
● If we can get this stuff in a repo that can do PRs, can be cloned easily, etc, it 

will be a huge win.
● A&A as code ultimately, in however that can best, become real
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.docx – .xlsx – .pdf

consistent template 
generation as code

data from pipelines 
populating 
templates, data 
tagging, reusable 
content
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Internal Documentation Experience

Today
Doing many, using many

● 100s inconsistent RMF docs
● Custom SSP templates; manual efforts
● Difficult to manage and update
● No opportunity to specialize
● Challenges to dedicate to process 

improvement

Future
Do once, use many

● Integrate RMF into SDLC
● Consistent SSP templates; machine 

readable
● Automated document generation / data
● Plenty of growth opportunities
● CMMI Services maturity



gh-pages

demo dance
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